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PUBLIC NOTICE

*************************************************

STATE OF MAINE
Department of Secretary of State
RFP# 202506086
Bureau of Motor Vehicle Self-Service Kiosks

The State of Maine is seeking proposals for eight (8) Self-Service Kiosks to be used to provide BMV services to be installed at third-party locations throughout the State. 

A copy of the RFP and all related documents can be obtained at: https://www.maine.gov/dafs/bbm/procurementservices/vendors/rfps

Proposals must be submitted to the Office of State Procurement Services via e-mail at Proposals@maine.gov  no later than 11:59 p.m., local time, on October 31, 2025. Proposals will be opened the following business day. 

*************************************************


RFP TERMS/ACRONYMS with DEFINITIONS

The following terms and acronyms, as referenced in the RFP, have the meanings indicated below:

	Term/Acronym
	Definition

	Confidentiality
	Preserving authorized restrictions on information access and disclosure, including means for protecting confidential or sensitive information. A loss of confidentiality is the unauthorized disclosure of information.

	Data Classification 
	The process of risk assessment of data. See Appendix D for the Data Classification process (see also “PII Confidentiality Impact Level”). 

	Department
	Department of Secretary of State

	PII (Personally Identifiable Information)
	Data that is maintained by an agency that could potentially identify a specific individual and needs to be protected in accordance with state and/or federal law, including (1) any information that can be used to distinguish or trace an individual‘s identity, such as name, social security number, date and place of birth, mother‘s maiden name, or biometric records; and (2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and employment information.

	PII Confidentiality Impact Level 
	The PII confidentiality impact level—low, moderate, or high—indicates the potential harm that could result to the subject individuals and/or the organization if PII were inappropriately accessed, used, or disclosed. (NIST SP 800-122). See Appendix D. PII is evaluated to determine its confidentiality impact levels, so that appropriate safeguards can be applied to the PII. 

	State
	State of Maine

	State Data
	Any information originating with the State, regardless of form or medium of disclosure (e.g., verbal, observed, hard copy, or electronic) or source of information. It includes any information concerning the State’s information technology infrastructure, systems and software and procedures; and information originating with the State in the course of using and configuring the Services provided under the contract. It includes any sensitive information held by the State that may be protected from disclosure pursuant to a federal or state statutory or regulatory scheme intended to protect that information, or pursuant to an order, resolution or determination of a court or administrative board or other administrative body. 

	RFP
	Request for Proposals

	OIT
	Office of Information Technology

	[bookmark: ISO]ISO
	International Organization for Standardization

	[bookmark: ANSI]ANSI
	American National Standards Institute

	MID
	Merchant ID

	MSOS
	Maine Secretary of State

	ISBMV
	Information Services Bureau of Motor Vehicles

	CVE
	Common Vulnerabilities and Exposures

	BMV
	Bureau of Motor Vehicles



STATE OF MAINE
Department of Secretary of State
Bureau of Motor Vehicles/Division of Public Services
RFP# 202506086
Bureau of Motor Vehicle Self-Service Kiosks

[bookmark: _Toc367174722][bookmark: _Toc397069190]PART I	INTRODUCTION

A. [bookmark: _Toc367174723][bookmark: _Toc397069191]Purpose and Background

[bookmark: _Hlk71031929]The Secretary of State (Department) is seeking to lease eight (8) Self-Service Kiosks as defined in this Request for Proposals (RFP) document.  This document provides instructions for submitting proposals, outlines the procedure and criteria by which the awarded Bidder will be selected, and details the contractual terms that will govern the relationship between the State of Maine (the State) and the awarded Bidder. 

The Maine Bureau of Motor Vehicles (BMV) is seeking proposals for the lease and installation of eight self-service kiosks to deliver essential motor vehicle services across the State. This project aligns with BMV’s strategic plan to improve customer experience through increased accessibility, simplicity, and reliability. By offering services in convenient locations—including rural areas where travel to branch offices can be difficult—kiosks will reduce branch traffic, shorten wait times, and make services available outside of standard business hours.

The kiosk initiative originated from internal efforts to modernize service delivery and better meet the needs of all Mainers. This vision was formalized through the passage of “An Act to Provide Self-Service Motor Vehicle Services in Rural and Other Areas,” which mandates the deployment of kiosks offering, at a minimum, vehicle registration renewals and license/ID renewals or replacements. Where feasible, additional services such as reinstatement payments, driving records, and duplicate documents may be included.

Ultimately, these kiosks will help bridge service gaps for underserved populations, including older adults, unhoused individuals, and residents without internet access. This project supports BMV’s public service mission to provide access to vital credentials that enable Mainers to participate in daily life—from work and healthcare to transportation and civic engagement—while also enhancing trust in state government through modern and responsive service options.

The Department is authorized to complete this project by Statute Title 29-A, Chapter 3, Subchapter 1, Section 161.  

B. [bookmark: _Toc367174724][bookmark: _Toc397069192]General Provisions

1. From the time the RFP is issued until award notification is made, all contact with the State regarding the RFP must be made through the RFP Coordinator.  No other person/ State employee is empowered to make binding statements regarding the RFP.  Violation of this provision may lead to disqualification from the bidding process at the State’s discretion.
2. The issuance of the RFP does not commit the Department to issue an award or to pay expenses incurred by a Bidder in preparing a response to the RFP. This includes attendance at personal interviews or other meetings and software or system demonstrations, where applicable.
3. All proposals must adhere to the instructions and format requirements outlined in the RFP and all written supplements and amendments (such as the Summary of Questions and Answers), issued by the Department.  Proposals are to follow the format and respond to all questions and instructions specified below in the “Proposal Submission Requirements” section of the RFP.
4. Bidders will take careful note that in evaluating a proposal submitted in response to the RFP, the Department will consider materials provided in the proposal, information obtained through interviews/presentations (if any), and internal Departmental information of previous contract history with the Bidder (if any).  The Department also reserves the right to consider other reliable references and publicly available information in evaluating a Bidder’s experience and capabilities.
5. The proposal must be signed by a person authorized to legally bind the Bidder and must contain a statement that the proposal and the pricing contained therein will remain valid and binding for a period of 180 days from the date and time of the bid opening.
6. The RFP and the awarded Bidder’s proposal, including all appendices or attachments, will be the basis for the final contract, as determined by the Department.
7. Following announcement of an award decision, all submissions in response to this RFP will be public records, available for public inspection pursuant to the State of Maine Freedom of Access Act (FOAA) (1 M.R.S. § 401 et seq.).  State contracts and information related to contracts, including bid submissions, are generally public records per FOAA.
8. In the event that a Bidder believes any information that it submits in response to this RFP is confidential, it must mark that information accordingly and include a citation to legal authority in support of the Bidder’s claim of confidentiality.  In the event that the Department receives a FOAA request that includes submissions marked as confidential, the Department shall evaluate the information and any legal authority from the Bidder to determine whether the information is an exception to FOAA’s definition of public record.  If the Department determines to release information that a Bidder has marked confidential, it shall provide advance notice to the Bidder to allow for them to seek legal relief.
9. The Department, at its sole discretion, reserves the right to recognize and waive minor informalities and irregularities found in proposals received in response to the RFP.
10. If awarded a contract resulting from this RFP, vendors shall be required to disclose, in writing and in accordance with applicable Maine law, any actual or potential conflicts of interest. Such disclosure must include any financial, professional, or personal relationships. Failure to disclose a known conflict may result in disqualification, contract termination, or other remedies as provided by law.
11. [bookmark: _Toc367174725][bookmark: _Toc397069193]All applicable laws, whether or not herein contained, are included by this reference.  It is the Bidder’s responsibility to determine the applicability and requirements of any such laws and to abide by them.

C. [bookmark: _Toc367174726][bookmark: _Toc397069194][bookmark: _Toc367174727][bookmark: _Toc397069195]Contract Term

The Department is seeking cost-efficient proposals to provide services, as defined in this RFP, for the anticipated contract period defined in the table below.  The dates below are estimated and may be adjusted, as necessary, in order to comply with all procedural requirements associated with the RFP and the contracting process.  The actual contract start date will be established by a completed and approved contract.

Contract Renewal: Following the initial term of the contract, the Department may opt to renew the contract for two (2) renewal periods, as shown in the table below, and subject to continued availability of funding and satisfactory performance.

The term of the anticipated contract, resulting from the RFP, is defined as follows:

	Period
	Start Date
	End Date

	Initial Period of Performance
	01/01/2026
	1/01/2028

	Renewal Period #1
	01/01/2028
	10/31/2030

	Renewal Period #2
	01/01/2030
	10/31/2032



D. Number of Awards

The Department anticipates making one (1) award as a result of this RFP process.


[bookmark: _Toc367174728][bookmark: _Toc397069196]PART II	SCOPE OF SERVICES TO BE PROVIDED	

1. [bookmark: _Toc367174729][bookmark: _Toc397069197]Overview:
a. The awarded Bidder will provide, install, and maintain eight (8) self-service kiosks throughout Maine, with final locations to be determined in agreement between the Bidder and the Department.  The Department requires a turnkey installation with the Department oversight.  The overall goal and objective of the project is to provide a fast and easy solution for customers to access essential services without coming to a BMV branch. The Department requires a turnkey installation with BMV oversight to ensure a seamless deployment, proper configuration, and full operational readiness of all kiosks. All requirements, including accessibility, security, and operational standards, must be fully compliant on the go-live date and must remain in compliance throughout the entire term of the contract
2. Required Kiosk Transactions:
a. Vehicle Services:
i. Renew and print vehicle registrations and decals (single or multi-year).
ii. Order and print duplicate vehicle registrations.
iii. Title replacement requests.
iv. Vanity plate search and order.
b. Non-CDL Driver Licenses & State ID:
i. Request renewals and replacements 
ii. Print official driving records.
iii. Organ donor registry changes.
iv. Pay reinstatement fees.
v. Print temporary licenses.
c. Additional Services:
i. Book appointments for Licenses, Registrations and other types of appointments at a BMV branch location.
ii. Implement a shopping cart payment system that allows customers to pay for multiple items in a single transaction, including—but not limited to—credentials, registrations, titles, and reinstatement fees. 
3. Vendor Responsibilities & Costs 
a. Financial Responsibility: The Department will not provide start-up costs. The awarded Bidder is responsible for all expenses, including design, development, installation, and maintenance.
b. Kiosk Installation: The awarded Bidder will provide, furnish, and install all required hardware and software to support unattended transaction processing for specified services and products.
c. Kiosk Removal: The awarded Bidder is responsible for removal costs if required during or at the end of the contract.
d. Supervision & Identification: The awarded Bidder must provide project supervision, and service personnel must wear a company uniform or ID badge during kiosk servicing.
e. Sensitive Inventory: The awarded Bidder must maintain full accountabilities for all auditable inventory, including registration tags, at all times.
4.  Payment Processing
a. Supported Payment Methods: The kiosks must accept debit/credit cards, Apple Pay, and Google Pay.  
b. Service Fees & Compliance: The awarded Bidder will be responsible for collecting service fees and covering all associated credit card processing fees, in full compliance with card association rules. All costs related to kiosk installation, operation, and maintenance shall be funded through transaction fees, with no additional charges billed to the State BMV. Any applicable municipal fees, including excise taxes, must be remitted directly to the appropriate municipality. Similarly, any fees due to the State must be remitted directly to the appropriate State authority. All remittances to State and municipal authorities must be completed by the second business day following the transaction date.
c. Secure Payment Processing:
i. Provide a credit/debit card reader complying with ISO and ANSI standards.
ii. Readers must support both chip and magnetic stripe cards.
iii. No manual entry of card details is allowed.
iv. Features to prevent skimming and tampering must be included.
v. No credit card information shall be displayed at any time to maintain customer confidentiality.
5.  Reporting & Accountability
a. Location Identifier: Each kiosk must have a unique location identifier for transaction tracking within the MSOS system. 
i. Merchant ID (MID) numbers, as required. 
b. Daily Reports: Must include:
i. Merchant ID and Location Identifier must be included in all reporting.
ii. Individual transaction details: This should include the transaction number, time stamp, credential number, fee name, payment identifier, pay type, quantity, unit price, fee/pay amount, and total transaction amount due.
iii. Refunds, disbursements, and pending transactions per kiosk location.
iv. A summary report for all locations.
v. Daily is considered from 12:00:00 am to 11:59:59 pm. Reports must include individual transaction details. 
vi. The system must allow on-demand access to reports directly from the server. Reports should include all activity within a user-specified date range, including real-time data up to the current second.
vii. 
c. Audit Reports: Must cover:
i. System uptime/downtime.
ii. Maintenance and repair services.
iii. Inventory levels and usage.
iv. Sensitive inventory tracking (e.g., warehouse, kiosk location, shipped, stolen).
v. The system must allow on-demand access to audit reports directly from the server. Reports should include all activity within a user-specified date range, including real-time data up to the current second.
d. Chargebacks: The awarded Bidder is responsible for disputed transaction amounts and associated 	s due to:
i. Unrecognized charges.
ii. Fraudulent transactions.
iii. Duplicate processing.
6.  Security & Data Protection
a. Data Ownership: The BMV retains all rights to data collected or generated by the kiosks, and the vendor shall not sell, share, or otherwise use this data; all ownership and control of the data remain exclusively with the BMV.
b. Encryption: Data must be encrypted both in transit and at rest. No data shall be stored on the kiosk post-transaction.
c. Regulatory Compliance: Kiosks must comply with:
i. ISO 27001 (Information Security Management).
ii. NIST Cybersecurity Framework.
iii. PCI DSS (Payment Card Industry Data Security Standards).
d. Surveillance Access:
i. The awarded Bidder must provide SOS Enforcement Division access to location camera feeds related to kiosks for fraud investigation.
ii. Such access will be limited to instances of suspected fraud or criminal activity and provided only for the duration necessary to conduct the investigation. 
iii. Both parties acknowledge that access will comply with applicable privacy laws and ensure that only relevant footage is shared.
e. Discrepancy Monitoring: Real-time reconciliation of transactions between vendor and department records, with automated alerts for inconsistencies.
f. Insurance: The awarded Bidder is required to maintain cybersecurity insurance covering data breaches, unauthorized access, and security incidents.
7.  Hardware Requirements
a. Design & Durability:
i. Standalone, self-contained units with rugged, tamper-proof housing.
ii. Secure anchoring to floors or walls.
iii. Tamper-resistant power and data lines.
iv. Vandal-resistant screens and components.
v. The design must prevent tampering or obstruction from dropped or spilled materials. 
b. Network: 
i. The kiosks will operate independently of the location's network infrastructure, utilizing their hotspot or other cellular-based internet service to ensure reliable connectivity. 
ii. Robust security measures must be implemented to protect all transmitted and stored data, ensuring compliance with applicable data protection and privacy standards. AES-256 is the preferred symmetric encryption algorithm due to its strong security and broad adoption. 
iii. Transport Layer Security (TLS) version 1.3 or a more recent version is the primary transport protocol for secure data transmission.
c. Display:
i. High-resolution color touchscreen (minimum 17” diagonal).
ii. Privacy filters to protect user data.
iii. Scratch-resistant, glare-reducing screens.
d. Accessibility & Branding:
i. The awarded Bidder must submit an ADA compliance plan for Department approval, including units and locations accessible to individuals with disabilities. The kiosks and locations must comply with current ADA requirements, and the Bidder is responsible for updating the ADA compliance plan and modifying units or locations as needed to meet any future ADA standards or legal requirements that may be implemented during the term of the contract.
ii. Touchscreen buttons should be large and responsive, allowing comfortable interaction for adult users.  
iii. Customizable Department branding (approval required).
8.  Software Requirements
a. System Capacity & Updates:
i. The kiosk's systems should contain Sufficient storage and memory for all applications and future upgrades to run without issue.  There is not a minimum requirement.
ii. Integration with existing REST/JSON APIs, with future customization capabilities.
b. Adaptability to Regulatory Changes: 
i. Kiosks must seamlessly adapt to updates in State and BMV regulations, workflows, legislation, and system changes. All required modifications must be implemented at no additional cost and within BMV-specified timelines.
c. Software Upgrades and Maintenance: 
i. The awarded Bidder will ensure all systems are updated with the latest general software releases, enhancements, encryptions, and critical security patches within 30 days of release. 
ii. All updates must be pre-approved by BMV and follow approved change and configuration management processes, with complete documentation provided. 
d. The awarded Bidder must resolve all known software issues and maintain a documented process for identifying, addressing, and mitigating all CVEs in both the kiosk software and associated backend/data center systems. The contract will define specific timeframes for resolution, along with applicable penalties for non-compliance.
e. Data Handling:
i. No PII stored beyond regulatory limits.
ii. Automatic clearing of session data after transaction completion.
iii. Inactivity timeouts for user security.
iv. The vendor shall retain kiosk usage statistics—including the number of transactions, types of services accessed, payment methods used, and declined or error transactions—for a minimum of 180 days. These usage statistics are for operational purposes only. Detailed transaction information must be downloaded to the BMV system in the State maintains its own data analysis and reporting record maintain real time or at regular intervals, so that the State maintains its own records for data analysis and reporting. Only the usage statistics described above need to be retained on the kiosk system; no additional transaction information shall remain on the kiosk beyond what is required for operational purposes.
v. The vendor's data center or server must be located within the continental United States, and data must not be transmitted through or passed via any systems outside the United States. To ensure proper reporting and analysis, all transaction data must be uploaded to BMV systems either in real time or via a nightly batch process. These measures are critical for maintaining the integrity and confidentiality of user information.
f. Fraud Prevention & Notifications:
i. On-screen alerts for planned/unplanned outages.
1) Minimum of 1-day advance notice with timing and estimated service return on planned outages.
2) Unplanned outage will display estimated return time, BMV website link, and nearest branch location.
ii. Real-time alerts for transaction discrepancies.
iii. Secure transaction logging with timestamps and audit trails.
g. Turnkey Hosting Solution:
i. The awarded Bidder will provide a fully hosted, secure system that is compliant with State Data Protection Standards.
ii. AES-256 encryption for stored data, TLS 1.3 for data transmission.
iii. Independent kiosk network connectivity (hotspot/cellular-based internet).
h. Camera & Facial Detection:
i. High-resolution camera for transaction verification.
ii. Facial detection technology to prevent transactions with covered faces.
iii. Secure storage of images for fraud prevention (90-day retention period).
iv. Restricted access to images for authorized personnel, including SOS Enforcement Division.
v. Establish a secure system integration between the kiosk and the awarded Bidder’s internal databases, ensuring that video footage and transaction records are stored securely and can only be accessed remotely or locally by authorized personnel.
vi. Implement role-based access controls to limit data access to authorized individuals only and maintain an audit trail to track who accessed the data and when. 
i. Accessibility: 
i. Kiosks must support English by default, with the capability to implement additional languages at the project’s initiation. Upon BMV’s request, support for additional language options to be offered may be required. 
ii. BMV approval is required for all color, branding, and housing decals.  All messaging and branding are subject to BMV approval.
9.  Service Level Agreements (SLA)
a. Uptime & Performance: The awarded bidder must maintain agreed-upon kiosk uptime levels, which will be defined and finalized during contract negotiations. These performance standards will ensure reliable and consistent service availability.
b. Penalties: Failure to meet performance thresholds will result in contractual penalties.
c. Regular Reporting: The awarded Bidder must submit monthly uptime reports to the Department and document any recurring issues along with the corrective actions taken. Ongoing issues must be tracked and addressed in a timely manner, with resolution efforts clearly communicated in the monthly reports
10.  Technical Requirements
a. Accessibility: All IT products must be accessible to persons with disabilities and must comply with State Accessibility Policy and Standards and the Americans with Disabilities Act. 
i. All IT applications must comply with the Digital Accessibility Policy (https://www.maine.gov/oit/policies/DigitalAccessibilityPolicy.pdf). 
ii. All IT applications and content delivered through web browsers must comply with the State Web Standards (https://www.maine.gov/oit/sites/maine.gov.oit/files/inline-files/WebStandards.pdf) and the Digital Accessibility Policy. 
b. State IT Policies: All IT products and services delivered must conform to the State IT Policies, Standards, and Procedures (https://www.maine.gov/oit/policies), special attention must be paid to the following policies/procedures: 
i. General Architecture Principles;  
ii. System and Services Acquisition Policy and Procedures (SA-1);
iii. Application Deployment Certification Policy; 
iv. Digital Accessibility and Usability Policy; 
v. Remote Hosting Policy; 
vi. Data Exchange policy;
vii. Information Security Policy; 
viii. Access Control Policy; 
ix. Access Control Procedures for Users; 
x. Risk Assessment Policy; 
xi. Vulnerability Scanning Procedure (RA-5) (maine.gov); 
xii. Security Assessment and Authorization Policy; 
xiii. System and Information Integrity Policy; 
xiv. Configuration Management Policy; and 
xv. Business Continuity and Disaster Recovery Policy. 




PART III 	KEY RFP EVENTS

[bookmark: _Toc367174732][bookmark: _Toc397069200]Questions

General Instructions: It is the responsibility of all Bidders and other interested parties to examine the entire RFP and to seek clarification, in writing, if they do not understand any information or instructions.
Bidders and other interested parties should use Appendix F (Submitted Questions Form) for submission of questions. If used, the form is to be submitted as a WORD document.
Questions must be submitted, by e-mail, and received by the RFP Coordinator identified on the cover page of the RFP as soon as possible but no later than the date and time specified on the RFP cover page.
The RFP Number and Title must be included in the subject line of the e-mail containing the submitted questions.  The Department assumes no liability for assuring accurate/complete/on time e-mail transmission and receipt.

[bookmark: _Toc367174733][bookmark: _Toc397069201]Question & Answer Summary: Responses to all questions will be compiled in writing and posted on the following website no later than seven (7) calendar days prior to the proposal due date: Office of State Procurement Services RFP Page.  It is the responsibility of all interested parties to go to this website to obtain a copy of the Question & Answer Summary.  Only those answers issued in writing on this website will be considered binding.

Amendments

All amendments released in regard to the RFP will also be posted on the following website: Office of State Procurement Services RFP Page.  It is the responsibility of all interested parties to go to this website to obtain amendments.  Only those amendments posted on this website are considered binding.

Proposal Submission

Proposals Due: Proposals must be received no later than 11:59 p.m. local time, on the date listed on the cover page of the RFP.  
Any e-mails containing original proposal submissions or any additional or revised proposal files, received after the 11:59 p.m. deadline, will be rejected without exception.

Delivery Instructions: E-mail proposal submissions must be submitted to the Office of State Procurement Services at Proposals@maine.gov.
Only proposal submissions received by e-mail will be considered.  The Department assumes no liability for assuring accurate/complete e-mail transmission and receipt.
[bookmark: _Hlk159397533]Proposal submission e-mails that are successfully received by the proposals@maine.gov inbox will receive an automatic reply stating as such. 
E-mails containing links to file sharing sites or online file repositories will not be accepted as submissions.  Only e-mail proposal submissions that have the actual requested files attached will be accepted.
[bookmark: _Hlk62561509]Encrypted e-mails received which require opening attachments and logging into a proprietary system will not be accepted as submissions. Bidders should work with their Information Technology team to ensure that the proposal submission will not be encrypted due to any security settings.
File size limits are 25MB per e-mail.  Bidders may submit files separately across multiple e-mails, as necessary, due to file size concerns. All e-mails and files must be received by the due date and time listed above.

Submission Format:
Bidders are to insert the following into the subject line of their e-mail proposal submission: “RFP# 202506086 Proposal Submission – [Bidder’s Name]”
Bidder’s proposal submissions are to be broken down into multiple files, with each file named as it is titled in bold below, and include:

· File 1 [Bidder’s Name] – Preliminary Information: 
PDF format preferred
Appendix A (Proposal Cover Page)
Appendix B (Responsible Bidder Certification)
All required eligibility documentation stated in PART IV, Section I.

· File 2 [Bidder’s Name] – Organization Qualifications and Experience:
PDF format preferred
Appendix C (Organization Qualifications and Experience Form) and all required information and attachments stated in PART IV, Section II.

· File 3 [Bidder’s Name] – Proposed Services: 
PDF format preferred
Appendix D (Technical Assessment Form) and all required information and attachments stated in PART IV, Section III.

· File 4 [Bidder’s Name] – Cost Proposal:
Excel format preferred
Appendix E (Cost Proposal Form) and all required information and attachments stated in PART IV, Section IV.
[bookmark: _Toc367174734][bookmark: _Toc397069202]
PART IV 	PROPOSAL SUBMISSION REQUIREMENTS

This section contains instructions for Bidders to use in preparing their proposals. The Department seeks detailed yet succinct responses that demonstrate the Bidder’s qualifications, experience, and ability to perform the requirements specified throughout the RFP.

Bidders’ proposals must follow the outline used below, including the numbering, section, and sub-section headings.  Failure to use the outline specified in PART IV, or failure to respond to all questions and instructions throughout the RFP, may result in the proposal being disqualified as non-responsive or receiving a reduced score.  The Department, and its evaluation team, has sole discretion to determine whether a variance from the RFP specifications will result either in disqualification or reduction in scoring of a proposal.  Rephrasing of the content provided in the RFP will, at best, be considered minimally responsive.
[bookmark: _Hlk32488622]
Bidders are not to provide additional attachments beyond those specified in the RFP for the purpose of extending their response.  Additional materials not requested will not be considered part of the proposal and will not be evaluated. Bidders must include any forms provided in the submission package or reproduce those forms as closely as possible.  All information must be presented in the same order and format as described in the RFP.
[bookmark: _Toc367174736][bookmark: _Toc397069205]
Proposal Format and Contents 

Section I 	Preliminary Information (File #1)

1. Proposal Cover Page
Bidders must complete Appendix A (Proposal Cover Page).  It is critical that the cover page show the specific information requested, including Bidder address(es) and other details listed.  The Proposal Cover Page must be dated and signed by a person authorized to enter into contracts on behalf of the Bidder.

2. Responsible Bidder Certification
Bidders must complete Appendix B (Responsible Bidder Certification). The Responsible Bidder Certification must be dated and signed by a person authorized to enter into contracts on behalf of the Bidder.

Section II	Organization Qualifications and Experience (File #2)

1. Overview of the Organization
Bidders must complete Appendix C (Qualifications and Experience Form) describing their qualifications and skills to provide the requested services in the RFP.  Bidders must include three (3) examples of projects which demonstrate their experience and expertise in performing these services, as well as highlighting the Bidder’s stated qualifications and skills.

2. Subcontractors 
If subcontractors are to be used, Bidders must provide a list that specifies the name, address, phone number, contact person, and a brief description of the subcontractors’ organizational capacity and qualifications.  

3. Organizational Chart 
Bidders must provide an organizational chart.  The organizational chart must include the project being proposed.  Each position must be identified by position title and corresponding to the personnel job descriptions.

4. Litigation 
Bidders must attach a list of all current litigation in which the Bidder is named and a list of all closed cases that have closed within the past five (5) years in which the Bidder paid the claimant either as part of a settlement or by decree.  For each, list the entity bringing suit, the complaint, the accusation, amount, and outcome.

5. Certificate of Insurance 
Bidders must provide a certificate of insurance on a standard ACORD form (or the equivalent) evidencing the Bidder’s general liability, professional liability and any other relevant liability insurance policies that might be associated with the proposed services.
	
Section III 	Proposed Services (File #3)

1. Technical Assessment
Bidders must complete Appendix D (Technical Assessment Form) to describe the Bidder’s capability to meet the stated requirements and policies identified in this RFP. 

2. Services to be Provided
Bidders must discuss the Scope of Services referenced above in Part II of the RFP and what the Bidder will offer, including a description of the methods and resources the Bidder will use and how each task involved will be accomplished.  Bidders must also describe how the expectations and/or desired outcomes as a result of these services will be achieved.  If subcontractors are involved, Bidders must clearly identify the work each will perform.

3. Implementation - Work Plan
Bidders must provide a realistic work plan for the implementation of the program through the first contract period.  The work plan must be displayed in a timeline chart, and concisely describe each program development and implementation task, the month it will be carried out, and the person or position responsible for each task.  If applicable, Bidders must identify all tasks to be delegated to subcontractors.

[bookmark: _Toc367174739]Section IV	Cost Proposal (File #4)
	
1. General Instructions
a. Bidders must submit a cost proposal that covers the initial contract period starting 01/01/2026 and ending on 01/01/2028.
b. The cost proposal must include the costs necessary for the Bidder to fully comply with the contract terms, conditions, and RFP requirements.
c. No costs related to the preparation of the proposal for the RFP, or to the negotiation of the contract with the Department, may be included in the proposal.  Only costs to be incurred after the contract effective date that are specifically related to the implementation or operation of contracted services may be included.

2. Cost Proposal Form Instructions
Bidders must fill out Appendix E (Cost Proposal Form), following the instructions detailed here and in the form.   Failure to provide the requested information, and to follow the required cost proposal format provided, may result in disqualification or reduction in scoring of the cost proposal, at the discretion of the Department.

[bookmark: _Toc367174742][bookmark: _Toc397069206]
PART V	PROPOSAL EVALUATION AND SELECTION

Evaluation of the submitted proposals will be accomplished as follows:

A. [bookmark: _Toc367174743][bookmark: _Toc397069207]Evaluation Process – General Information

1. An evaluation team, composed of qualified reviewers, will judge the merits of the proposals received in accordance with the criteria defined in the RFP.
2. Officials responsible for making decisions on the award selection will ensure that the selection process accords equal opportunity and appropriate consideration to all who are capable of meeting the specifications.  The goals of the evaluation process are to ensure fairness and objectivity in review of the proposals and to ensure that the contract is awarded to the Bidder whose proposal provides the best value to the State of Maine.
3. The Department reserves the right to communicate and/or schedule interviews/presentations with Bidders, if needed, to obtain clarification of information contained in the proposals received. The Department may revise the scores assigned in the initial evaluation to reflect those communications and/or interviews/presentations.  
4. [bookmark: _Toc367174744][bookmark: _Toc397069208]Changes to proposals, including updating or adding information, will not be permitted during any portion of the evaluation process. Therefore, Bidders must submit proposals that present their rates and other requested information as clearly and completely as possible.

B. Scoring Weights and Process

1. Scoring Weights: Proposal scores will be based on a 100-point scale and will measure the degree to which each proposal meets the following criteria:

	Section I.
	Preliminary Information
Proposal materials to be evaluated in this section: all elements addressed in Part IV, Section I of the RFP.
	No Points

	Section II.
	Organization Qualifications and Experience Proposal materials to be evaluated in this section: all elements addressed above in Part IV, Section II of the RFP.
	35 points

	Section III.
	Proposed Services 
Proposal materials to be evaluated in this section: all elements addressed above in Part IV, Section III of the RFP.
	40 points

	Section IV.
	Cost Proposal 
Proposal materials to be evaluated in this section: all elements addressed above in Part IV, Section IV of the RFP.
	25 points 



2. Scoring Process:  For proposals that demonstrate meeting the eligibility requirements in Section I, if applicable, the evaluation team will use a consensus approach to evaluate and score Sections II & III above.  Members of the evaluation team will not score those sections individually but, instead, will arrive at a consensus as to assignment of points for each of those sections.  Section IV, the Cost Proposal, will be scored as described below.

3. Scoring the Cost Proposal: The total cost proposed for conducting all the functions specified in the RFP will be assigned a score according to a mathematical formula.  The lowest bid will be awarded 25 points.  Proposals with higher bid values will be awarded proportionately fewer points calculated in comparison with the lowest bid.

The scoring formula is:

(Lowest submitted cost proposal / Cost of proposal being scored) x 25 = pro-rated score

No Best and Final Offers: The State of Maine will not seek or accept a best and final offer (BAFO) from any Bidder in this procurement process.  All Bidders are expected to provide their best value pricing with the submission of their proposal.

4. Negotiations:  The Department reserves the right to negotiate with the awarded Bidder to finalize a contract. Such negotiations may not significantly vary the content, nature or requirements of the proposal or the Department’s Request for Proposal to an extent that may affect the price of goods or services requested.  The Department reserves the right to terminate contract negotiations with an awarded Bidder who submits a proposed contract significantly different from the proposal they submitted in response to the advertised RFP.  In the event that an acceptable contract cannot be negotiated with the highest ranked Bidder, the Department may withdraw its award and negotiate with the next-highest ranked Bidder, and so on, until an acceptable contract has been finalized.  Alternatively, the Department may cancel the RFP, at its sole discretion.

C. [bookmark: _Toc367174745][bookmark: _Toc397069209]Selection and Award

1. The final decision regarding the award of the contract will be made by representatives of the Department subject to approval by the State Procurement Review Committee.
2. Notification of conditional award selection or non-selection will be made in writing by the Department.
3. Issuance of the RFP in no way constitutes a commitment by the State of Maine to award a contract, to pay costs incurred in the preparation of a response to the RFP, or to pay costs incurred in procuring or contracting for services, supplies, physical space, personnel or any other costs incurred by the Bidder. 
4. [bookmark: _Toc367174746][bookmark: _Toc397069210]The Department reserves the right to reject any and all proposals or to make multiple awards. 

D. Appeal of Contract Awards 

Any person aggrieved by the award decision that results from the RFP may appeal the decision to the Director of the Bureau of General Services in the manner prescribed in 5 M.R.S.A. § 1825-E and 18-554 Code of Maine Rules  Chapter 120.  The appeal must be in writing and filed with the Director of the Bureau of General Services, 9 State House Station, Augusta, Maine, 04333-0009 within 15 calendar days of receipt of notification of conditional contract award.

[bookmark: _Toc367174747][bookmark: _Toc397069211]
PART VI	CONTRACT ADMINISTRATION AND CONDITIONS

A. [bookmark: _Toc367174748][bookmark: _Toc397069212]Contract Document

1. The awarded Bidder will be required to execute an IT Service Contract (IT-SC) with Confidentiality and Non-Disclosure Agreement (NDA) including appropriate riders as determined by the issuing department. Bidders shall carefully review the IT-SC. 

All exceptions will be negotiated between the awarded Bidder(s) and the State. The State will not accept any proposed exceptions as part of this RFP process. The State is not obligated to accept, negotiate, or compromise of any proposed exceptions. 

The complete set of standard State of Maine Service Contract documents, along with other forms and contract documents commonly used by the State, may be found on the Office of State Procurement Services’ website at the following link: Office of .

2. Allocation of funds is final upon successful negotiation and execution of the contract, subject to the review and approval of the State Procurement Review Committee.  Contracts are not considered fully executed and valid until approved by the State Procurement Review Committee and funds are encumbered.  No contract will be approved based on an RFP which has an effective date less than fourteen (14) calendar days after award notification to Bidders.  (Referenced in the regulations of the Department of Administrative and Financial Services, Chapter 110, § 3(B)(i).)

This provision means that a contract cannot be effective until at least 14 calendar days after award notification.

3. The State recognizes that the actual contract effective date depends upon completion of the RFP process, date of formal award notification, length of contract negotiation, and preparation and approval by the State Procurement Review Committee.  Any appeals to the Department’s award decision(s) may further postpone the actual contract effective date, depending upon the outcome.  The contract effective date listed in the RFP may need to be adjusted, if necessary, to comply with mandated requirements.

4. In providing services and performing under the contract, the awarded Bidder must act as an independent contractor and not as an agent of the State of Maine.

B. [bookmark: _Toc367174749][bookmark: _Toc397069213]Standard State Contract Provisions

1. Contract Administration
Following the award, a Contract Administrator from the Department will be appointed to assist with the development and administration of the contract and to act as administrator during the entire contract period.  Department staff will be available after the award to consult with the awarded Bidder in the finalization of the contract.

2. Payments and Other Provisions 
[bookmark: _Toc367174750][bookmark: _Toc397069214]The State anticipates paying the Contractor on the basis of net 30 payment terms, upon the receipt of an accurate and acceptable invoice.  An invoice will be considered accurate and acceptable if it contains a reference to the State of Maine contract number, contains correct pricing information relative to the contract, and provides any required supporting documents, as applicable, and any other specific and agreed-upon requirements listed within the contract that results from the RFP.


PART VII	LIST OF RFP APPENDICES AND RELATED DOCUMENTS


Appendix A – Proposal Cover Page

Appendix B – Responsible Bidder Certification

Appendix C – Qualifications and Experience Form

Appendix D –Technical Assessment Form

Appendix E – Cost Proposal Form 

Appendix F – Submitted Questions Form







	
[bookmark: QuickMark]
APPENDIX A
State of Maine 
Department of Secretary of State
PROPOSAL COVER PAGE
RFP# 202506086
Bureau of Motor Vehicle Self-Service Kiosks


	Bidder’s Organization Name:
	

	Chief Executive - Name/Title:
	

	Tel:
	
	E-mail:
	

	Headquarters Street Address:
	

	Headquarters City/State/Zip:
	

	(Provide information requested below if different from above)

	Lead Point of Contact for Proposal - Name/Title:
	

	Tel:
	
	E-mail:
	

	Headquarters Street Address:
	

	Headquarters City/State/Zip:
	



· This proposal and the pricing structure contained herein will remain firm for a period of 180 days from the date and time of the bid opening.
· No personnel currently employed by the Department participated, either directly or indirectly, in any activities relating to the preparation of the Bidder’s proposal.
· No attempt has been made, or will be made, by the Bidder to induce any other person or firm to submit or not to submit a proposal.
· The above-named organization is the legal entity entering into the resulting contract with the Department if they are awarded the contract.
· The undersigned is authorized to enter contractual obligations on behalf of the above-named organization.

To the best of my knowledge, all information provided in the enclosed proposal, both programmatic and financial, is complete and accurate at the time of submission.

	Name (Print):


	Title:

	Authorized Signature:


	Date:
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APPENDIX B
State of Maine 
Department of Secretary of State
RESPONSIBLE BIDDER CERTIFICATION
RFP# 202506086
Bureau of Motor Vehicle Self-Service Kiosks

	Bidder’s Organization Name:
	



By signing this document, I certify to the best of my knowledge and belief that the aforementioned organization, its principals and any subcontractors named in this proposal:
a. Are not presently debarred, suspended, proposed for debarment, and declared ineligible or voluntarily excluded from bidding or working on contracts issued by any governmental agency.
b. Have not within three years of submitting the proposal for this contract been convicted of or had a civil judgment rendered against them for:
i. Fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a federal, state, or local government transaction or contract.
ii. Violating Federal or State antitrust statutes or committing embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, or receiving stolen property.
c. Are not presently indicted for or otherwise criminally or civilly charged by a governmental entity (Federal, State or Local) with commission of any of the offenses enumerated in paragraph (b) of this certification.
d. Have not within a three (3) year period preceding this proposal had one or more federal, state, or local government transactions terminated for cause or default.
e. Have not entered into a prior understanding, agreement, or connection with any corporation, firm, or person submitting a response for the same materials, supplies, equipment, or services and this proposal is in all respects fair and without collusion or fraud. The above-mentioned entities understand and agree that collusive bidding is a violation of state and federal law and can result in fines, prison sentences, and civil damage awards.
f. Is not a foreign adversary business entity (https://www.maine.gov/oit/prohibited-technologies).
g. Is not on the list of prohibited companies (https://www.maine.gov/oit/prohibited-technologies) or does not obtain or purchase any information or communications technology or services included on the list of prohibited information and communications technology and services https://www.maine.gov/oit/prohibited-technologies (Title 5 §2030-B).
	Name (Print):


	Title:

	Authorized Signature:


	Date:



APPENDIX C
State of Maine 
Department of Secretary of State
QUALIFICATIONS and EXPERIENCE FORM
RFP# 202506086
Bureau of Motor Vehicle Self-Service Kiosks

	Bidder’s Organization Name:
	



	Present a brief statement of qualifications.  Describe the history of the Bidder’s organization, especially regarding skills pertinent to the specific work required by the RFP and any special or unique characteristics of the organization which would make it especially qualified to perform the required work activities.  You may expand this form and use additional pages to provide this information.

	



	Provide a description of projects that occurred within the past five (5) years which reflect experience and expertise needed in performing the functions described in Part II – Scope of Services to be Provided of the RFP.  Contract history with the State of Maine, whether positive or negative, may be considered in evaluating proposals even if not provided by the Bidder.

If the Bidder has not provided similar services, note this, and describe experience with projects that highlight the Bidder’s general capabilities. 	



	Project One

	Client Name:
	

	Client Contact Person:
	

	Telephone:
	

	E-Mail:
	

	Brief Description of Project

	






	Project Two

	Client Name:
	

	Client Contact Person:
	

	Telephone:
	

	E-Mail:
	

	Brief Description of Project

	






	Project Three

	Client Name:
	

	Client Contact Person:
	

	Telephone:
	

	E-Mail:
	

	Brief Description of Project

	








APPENDIX D
State of Maine
Department of Secretary of State
TECHNICAL ASSESSMENT FORM
RFP# 202506086
Bureau of Motor Vehicle Self-Service Kiosks

Bidders must complete the Technical Assessment Form embedded below. 

The Technical Assessment Form may be obtained by double-clicking the Excel (.xlsx) icon below. 



SOS IS department worked with Public Services to develop the above requirements.



APPENDIX E
State of Maine 
Department of Secretary of State
COST PROPOSAL FORM
RFP# 202506086
Bureau of Motor Vehicle Self-Service Kiosks

	Bidder’s Organization Name:
	

	Flat Service Fee per Transaction:
	$ 



Bidders must submit a cost proposal that includes the costs necessary for the Bidder to fully comply with the contract terms, conditions, and RFP requirements. The proposed cost must be presented as a Flat service fee per transaction. 

The flat fee per transaction will be used to score the cost proposal as defined Part V, B, 3 of the RFP.

All costs associated with the installation, operation, and maintenance of the kiosks shall be fully covered by a single flat-rate fee per transaction. The estimated number of transactions is based on the specifications in the RFP and historical data; actual transaction volumes during the term of the contract may differ. No additional fees or charges will be billed to BMV beyond the per-transaction fee. A single flat-rate fee per transaction will fully cover all costs associated with the installation, operation, and maintenance of the kiosks. The estimated number of transactions is based on the specifications in the RFP and historical data; actual transaction volumes during the contract term

	Estimated # of Transactions
	Unit of Measure
	Flat Service Fee per Transaction

	50,000
	Per Transaction
	$




 APPENDIX F
State of Maine 
Department of Secretary of State
SUBMITTED QUESTIONS FORM
RFP# 202506086
Bureau of Motor Vehicle Self-Service Kiosks

This form should be used by Bidders when submitting written questions to the RFP Coordinator as defined in Part III of the RFP. 

If a question is not related to any section of the RFP, enter “N/A” under the RFP Section & Page Number. Add additional rows as necessary. 

	Organization Name:
	



	[bookmark: _Hlk48893155]RFP Section & Page Number
	Question

	[bookmark: _Hlk48893261]
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Technical%20Assess ment%20Form%20-%202-7-2025.xlsx


Technical%20Assessment%20Form%20-%202-7-2025.xlsx
Instructions



				The State of Maine requires Bidders to demonstrate that they (and the products proposed by them) have the appropriate Architecture & Security controls to protect the State’s information assets, and meet all appropriate compliance mandates.


tc={88AC9962-CAFA-4FC9-885A-95C7225ADF39}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

Comment:
    Net-new Instructions. --V.

				Bidders are urged to carefully read all the Header Instructions in the individual tabs before responding. Failure to comply with all the Header instructions will adversely affect the Technical Assessment of the Bid.

				Bidders are instructed to submit (as a separate attachment) an Architecture Diagram of their proposed solution. This will provide additional context for the Technical Assessment.























Net-new Instructions. --V.







Data Compliance

		Data Compliance

tc={C8B81F41-2781-4D8A-AE8F-5B3E10CCA6CC}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

Comment:
    Re-worked the Instructions. --V.

		The State data that is transacted by this RFP has been categorized according to the State’s Data Classification Policy,  https://www.maine.gov/oit/sites/maine.gov.oit/files/inline-files/DataClassificationPolicy.pdf

The State data subject to this RFP has been classified as having a PII Impact Level of High

		Bidders and their solutions must adhere to applicable State and Federal laws, policies, and standards that corresponds to the PII impact level of the State data that will be transacted by the proposed solution. For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No. Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. Either cite a publicly-accessible URL, or enclose a copy with the submission.  

		Type of Data		Control (State or Federal Compliance Standard)		Yes/No		Explanation

		Publicly available information 		§  NIST 800-171 

				§  Maine Freedom of Access Act (Title 1 MRSA c. 13)

		Confidential Personally Identifiable Information (PII) 		§  State of Maine Breach Notification Law 

				§  National Institute of Standards & Technology:  NIST SP 800-53 Revision 5 “Moderate” risk controls 

				§  Privacy Act of 1974, 5 U.S.C. 552a.  

				§  Security regulations from the U.S. DHHS, Administration for Children and Families, Office of Child Support Enforcement Program, Office of Child Support Enforcement (OCSE)

		Payment Card Information  		§  Payment Card Industry Data Security Standard (PCI DSS) v 4.0

				§  Nacha Operating Rules (ACH)

		Personal Information from 		§  Driver’s Privacy Protection Act (Title XXX) (“DPPA”) 18 U.S.C. Chapter 123, §§ 2721 – 2725 

Re-worked the Instructions. --V.





https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r3.pdfhttp://legislature.maine.gov/legis/statutes/10/title10ch210-Bsec0.htmlhttps://nvd.nist.gov/800-53https://www.justice.gov/opcl/privacy-act-1974https://www.pcisecuritystandards.org/document_library?category=pcidss&document=pci_dsshttps://www.nacha.org/rules/operating-ruleshttps://www.congress.gov/bill/103rd-congress/house-bill/3355/text

BoM

		Bill of Materials (BoM)

tc={861B9304-3371-48A7-B7BF-9DEA9AE77D5C}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

Comment:
    Net-new tab. --V.

		Bidders must exhaustively list ALL the products that are being proposed as part of this bid. If a product is sold as a single SKU, even if it includes components, list it only once. Example: Salesforce Service Cloud must be listed only once because it is sold as a single SKU. Even though several components makes up the Salesforce Service Cloud, such as, Console, Case Management, Workflow automation, etc. However, Salesforce Maps must be listed independently because it is sold as a distinct SKU. Products must be listed even if they are free downloads. All responses in ALL other tabs must cover ALL the products listed in the BoM here.

		Product Name		Product URL

		Example: Salesforce Cloud		Example URL: https://www.salesforce.com/sales/



Net-new tab. --V.







MaineIT

		For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No.  Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. Either cite a publicly-accessible URL, or enclose a copy with the submission. Also, all responses must cover ALL the products listed in the BoM.

tc={56967FDE-35E9-4D3A-9868-21A8DFC5E3E0}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

Comment:
    Net-new Instruction. --V.

		ID #		Control		Yes/No		Explanation

		Hosting

		H1		Any technical solution must be hosted in a data center.

		H2		Any hosting provider must provide for back-up and disaster recovery models and plans as needed for the solution. 

		H3		Any hosting provider will abide by NIST best practices for change requests, incident management, problem management, and service desk. 

		Application Solution

		A1  		Any solutions Bidder must provide for the backup/recover, data retention, and disaster recovery of a contracted/hosted application solution. 

		A2		Any solutions Bidder must provide for application management and design standard of all technology platforms and environments for the application solution (Development, Staging, Productions, DR, etc.) 

		A3		Any solutions Bidder must engage the State of Maine using Service Level Agreements for system and application performance, incident reporting, and maintenance. See the defaults in the Remote Hosting Policy.

tc={02459EF4-2EF3-427F-B830-AE2266184AA9}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

Comment:
    Modified. --V.

		A4		The State owns any data they enter, migrate, or transmit into the solution and the Bidder shall allow the State to pull or copy this data at any time free of charge in a format defined by the State. 

Net-new Instruction. --V.



Modified. --V.





https://www.maine.gov/oit/sites/maine.gov.oit/files/inline-files/RemoteHostingPolicy.pdf

Information Security Standards

		For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No.  Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. For any evidentiary material, either cite a publicly-accessible URL, or enclose a copy with the submission.  Also, all responses must cover ALL the products listed in the BoM.

tc={54CC9ABE-124B-4847-B330-6B5077DF08F1}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

Comment:
    Net-new Instruction. --V.

		ID#		Control		Yes/No		Explanation

		S1		Bidder provides and maintains a security plan that: 
1. Complies with NIST security requirements; 
2. Protects the confidentiality, integrity, and availability of the State’s information systems; and
3. Comply with all applicable federal and state laws and regulations, as well as compliance with all MaineIT contractual requirements and information security policies.

		S2		Bidder ensures that any agent or subcontractor of the bidder to whom the State provides access agrees to the same restrictions and conditions that apply through this Agreement and agrees to implement reasonable and appropriate safeguards to ensure the confidentiality, integrity, and availability of the State’s information systems.

		S3		Bidder will report a security incident that occurs on the Agency’s information systems that may affect the Agency or State of Maine systems to the CISO within 24 hours of discovery in accordance with the terms of the MaineIT Non-Disclosure Agreement (Attachment D).

tc={A700B107-4B01-41A8-9E31-71E79D66E794}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

[Tasks]

There is a task anchored to this comment that cannot be viewed in your client.

Comment:
    @Horne, Sharon: Eliminated the Software Bill-of-Materials from this sheet, because, it is now covered in the Instructions tab. --V.

		S4		Provide the stated cyber risk appetite statement that has been approved by the board/leadership of your company.

Net-new Instruction. --V.



@Horne, Sharon: Eliminated the Software Bill-of-Materials from this sheet, because, it is now covered in the Instructions tab. --V.







Cloud Service Provider Reqs

		For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No.  Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. For any evidentiary material, either cite a publicly-accessible URL, or enclose a copy with the submission. Also, all responses must cover ALL the products listed in the BoM.

tc={9B633C09-7D4A-40BE-B810-E3F537B8039E}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

Comment:
    Net-new Instruction. --V.

		ID #		Control		Yes/No		Explanation

		CSP1		General Architecture Principles

		CSP2		All products proposed must be able to authenticate natively with both Microsoft Active Directory, and the Okta Platform (OpenID 2.0, Oauth 2.0, SAML 2.0)

tc={2F489968-B886-45D2-AE43-49921764F096}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

Comment:
    Net-new. --V.

		CSP3		System and Services Acquisition Policy and Procedures (SA-1)

		CSP4		Application Deployment Certification Policy

		CSP5		Digital Accessibility and Usability Policy

		CSP6		Remote Hosting Policy

		CSP7		Data Exchange policy

		CSP8		Information Security Policy

		CSP9		Access Control Policy

		CSP10		Access Control Procedures for Users

		CSP11		Risk Assessment policy

		CSP12		Vulnerability Scanning Procedure

		CSP13		Security Assessment and Authorization Policy

		CSP14		System and Information Integrity Policy

		CSP15		Configuration Management Policy

		CSP16

tc={48A46399-CE0D-42C0-B3D7-46E18FEF44C6}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

[Tasks]

There is a task anchored to this comment that cannot be viewed in your client.

Comment:
    @Horne, Sharon: Four net-new rows: CSP-16, CSP-17, CSP-18, CSP-19. --V.		
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Comment:
    Net-new. --V.		GenAI Policy (if applicable to this bid)

		CSP17		Site-to-site VPN

		CSP18		Vendor Identity System Integration Policy 

		CSP19		Prohibited Technologies Policy

Net-new Instruction. --V.



Net-new. --V.



@Horne, Sharon: Four net-new rows: CSP-16, CSP-17, CSP-18, CSP-19. --V.
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NIST Requirements

		For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No.  Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. For any evidentiary material, either cite a publicly-accessible URL, or enclose a copy with the submission. Also, all responses must cover ALL the products listed in the BoM.
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Comment:
    Net-new Instruction. --V.

		ID #		Control		Yes/No		Explanation

		N1		Physical and Environmental Protection

		N2		Awareness and Training

		N3		Planning

		N4		Audit and Accountability

		N5		Personnel Security

		N6		Contingency Planning

		N7		PII Processing and Transparency

		N8		Identification and Authentication

		N9		Incident Response

		N10		System and Communications Protection

		N11		Maintenance

		N12		Media Protection

		N13		Supply Chain Risk Management

		N14		Any Other Relevant Comment

Net-new Instruction. --V.








